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Dear Dolphin Family Member:

Maintaining the confidentiality of electronic records is a growing concern among
providers, patients—and the government. That's why Dolphin Premium has designed
security features to help you comply with federal privacy laws, including the U.S. Health
Insurance Portability and Accountability Act (HIPAA) of 1996.

Every member of your staff can stay legal by utilizing these features:

e Login: Set up Dolphin Premium to require that your staff login with a user name
and password. The software can accommodate more than 90 Dolphin Employee
Rights configurations that grant and control access to specific areas of both the
Management and Imaging programs.

« Finger Print Scan Login: This biometric security feature allows you to designate
access to sensitive data and secure employee clock in/out.

e Event Logging: Dolphin Premium will write a report of all account activity. The
system will record events such as logging into Dolphin, accessing patient
records, capturing photos, performing treatment simulations, etc.

e Protected Database: Dolphin stores all data in a password-protected format
inside of Microsoft SQL Server commercial-grade database, and all images are
stored in a proprietary format, making even intentional, malicious access rather
difficult.

o Patient Cloaking: This function hides your list of patient names while you
present or share any patients’ records.

Patient privacy is everybody’s business. Protect yours by using these Dolphin Premium
security features.

*The security features require Dolphin Imaging Premium software with a secure
operating system: Windows XP Professional Edition or Windows Server 2003.
NOTE: The security features will NOT work with Windows 98 or ME.



February 1, 2024
Goolphin

This notice is to inform you that future updates of Dolphin Management, including the ongoing release
of version 11.2, will no longer support integrations that utilize our retired Soﬁwars Developmsnl Kit

Dear Dolphin Management Customer,

(SDK). As of version 11.0, all i i must ition to our new A
Interface (API). This currently includes D L 360, PracticeGenius, Sesame, and
Solutionreach.

We consistently enhance the Dolphin software to provide a better experience for your patients and
your practice, and our third-party mleglauons are a large part of this. Integral to these efforts is

of our regt y and i which involves continuous improvements to
both security and da'a access controls. As such, we keep our vendor partners up to date with all of the
latest i for i ing with Dolphin.

If you want to continue using any of these integrations, please reach out to the 3rd party vendor. We
apologize for any inconvenience that this may cause, but we are confident that any of our many other
integrations will fulfill your practice’s needs. Please visit Www. fora
complete list, or reach out to your Dolphin sales rep at sales@dolphinimaging.com.

We appreciate your understanding.

Dolphin Management Development Team



October 25, 2023

Now available:

An integration between the
3M™ Oral Care Portal and
Dolphin Management.




